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Good morning, your excellencies, ladies and gentlemen. It is a great pleasure to participate in this discussion intended to add momentum to our efforts to reduce and eliminate nuclear weapons.
In december 2009, the prime ministers of japan and australia presented the report of the international commission on nuclear non-proliferation and disarmament, “eliminating nuclear threats: a practical agenda for global policymakers”. 
One of the most striking of the report’s 76 recommendations is:

· The setting of a medium term ‘minimization point’ target - to be reached by 2025 - of a world with less than 2,000 nuclear warheads - a more than 90 per cent reduction of present nuclear arsenals. 
I believe that we can realistically begin to frame policy with this sort of traget in mind. Exacly what the numbers are by 2025, and what technological and military planning considerations frame the military posture of nuclear weapons states is much harder to predict. And in fact, it is not so much the nembers that worry me, as the broader military strategic policies. If we want significant reductions on nuclear weapons, we will need quite dramatic political progress towrads reduced suspicion and reduced tension in the key relationships.
With the announcment just this month that finland would be the host for the proposed conference on the middle east zone free of nuclear wepaons and other weapons of mass destruction – a propsoal which has been on the international agenda since 1995 --  there has been quite some focus on this area of the world. We should not however forget the india/pakistan political confrontation, the belligerent posture of north korea, and continuing military planning for nuclear cointingencies involving the united states, russia or china.
Like it or not, this is still very much a nuclear weapons world. To achieve breakthroughs on eliminating such weapons, our political leaders need to address the associated diplomatic and security dilemmas. In terms of the balance of effort between political breakthroughs on broader conflict issues, on the one hand, and on the other hand, the negotiations in the united nations framework of new disarmament agreements, i would have to say that it is to the former, not the latter, that we should look first. One of our challenges here today is to continue the process of finding a more effective linking mechanism between the two sets of activites.
Before i address that question, i would like to draw to your attention one central dilemma -- technologies, weapon systems, military strategies and politics do not stand still. Since the 1960s, we have seen how the advances in missile technology, communications, and space-based intelligence capabililities have continued to complicate not just military planning, but also the confidence building and arms control measures that we use to manage nuclear weapons confrontations. Almost every set of international negotiations on nuclear weapons reductions since 1967 when the npt was signed have had to deal with new, transformative technologies not fully understood at the time of commitment to udertake the   specific negotiations.
We have seen such linkages most visibly in the stand-off between russia and the united states on missile defence deployments that held up for quite some years the start treaty eventually signed earlier in 2011.  We have seen china claim for several years, a position it has now muted, that military uses of outer space by the united states were influencing china’s approach to ratification of the ctbt (the comprehensive nuclear test ban treaty) which it signed 15 years ago. 
In an environment where the global machinery for nuclear weapons management is universally regarded as too slow and ineffective, notwithstanding renewed momentum since 2008, we do need new mechanisms that allow us to respond better to these broader considerations.  We cannot be satisfied with such slow progress. New proliferation threats emerge, as we saw in the last two decades (iraq, north korea, iran). Other countries continue to modernize their weapons, while yet others expand the size of their arsenals. 
Impact of cyber weapons and strategies
Any sense of satisfaction we may have felt about progress since 2008 disappears once we reflect on the impact of advanced cyber military technologies on strategic nuclear stability. 
As i've mentioned previously, new warfighting technologies & the applications of these technologies do not remain static over time. And, in parallel, grand strategy & respective national military strategies also constantly adapt to the enhancements in the application of kinetic & non-kinetic force. Over the last four decades we've seen an exponential leap in both the precision as well as well as in the lethality of conventional (non-nuclear) weaponry. What we've seen demonstrated from the skies of iraq (twice), serbia, afghanistan and most recently over libya - have been nothing short of an air campaign planner's dream when viewed through a historic lens. Military planners had once depended on nuclear warheads to creat the potential effects demanded in a varity of planning scenarios. And now, these decisive blows can be delivered in a conventional sense alone with unbelievable precision & lethality. With the development & fielding of a range of cyber technologies & the attendant military applications, we see yet another revolutionary leap in military cabilities. The potential for a varity of military operations being conducted from within this cyber domain or from this strategic common is real. We can imagine the direct "non-kinetic" attack on an opponent's key/sustaining warfighting infrastructure or even on an opponent's strategic and/operational-level command & control to include both conventional & nuclear weapons. It is my sense that we are at a true crossroad in considering the slow progress realized in the reduction of the number of existing nuclear warheads, in the controlling of the proliferation of nuclear weapons & in now, better understanding what direct attacks through the cyber domain mean in the contemporary context. We simply must understand there are fresh opportunities to now address these challenges. With the existing stockpiles of nuclear weapons aging, the demonstration of unbelievable, conventional precision, the continued proliferation of weapons & the added complexities of cyber warfare - the time is right to re-double our efforts.
 
Thus we have two questions on the table. First, does the development of cyber weapons fundamentally alter strategic nuclear deterrence? Second, if cyber weapons are undermining strategic stability then should we not expect global efforts to reduce nuclear weapons to take some account of emerging realities of our cyber world? I fear that the un nuclear disarmament machinery, involving a very large number of countries, may now be looking as old-fashioned as it is slow.
 
Where and how can we factor into arms control the concepts and capabilities for  strategic strike in milli-seconds?

To get this dine, i would like to recommend that the p-5 begin to pay more attention to this issue in the innovative and politically surprising forum they set up in june 2009 to look at transparency in strategic nuclear issues. I can support the view of a senior us official, deputy assistant secretary marcie ries, who said at an ewi event at the un headquarters in september this year: “it is also time to continue, with greater intensity, a multilateral dialogue among the p5. In late june at a conference in paris, the p5 discussed transparency, verification, and confidence-building measures. The conference, a follow-on to the first such meeting held in london in 2009, was another constructive step in the process of nuclear-weapons states’ engagement on disarmament and related issues”. Ms ries did not mention the cyber issues i have raised here today, but this particular forum would probably be the best place to start.
 

Reliance on this p-5 forum would not immediately address the issue of how and when to bring in india/pakistan, israel, or other nuclear weapon states. Some way of doing that would have to be found. 
Nevertheless, …. We have to start including cyber military capabilities into the multilateral understanding of strategic nuclear stability, confidence building and arms control. Cyber weapons have deepened the need for urgent progress on reduction of nuclear weapons.
Track ii processes lead by the eastwest institute, or its partner organizations in this event, and their counterparts in nuclear-armed cpountries, will need to be used to keep up the pressure on nuclear weapons states to engage in a meaningful dialogue on strategic nuclear stability  … in a world that is not just nuclear-armed but also cyber-armed.
Thank you ladies and gentlemen.
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